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    WardrikRest

Tools for agents from an HTTP API's description: one tool per operation, with the API's own
sign-in and keys. Use it for an API that has no MCP server, or one whose server falls short.
def deps do
  [
    {:wardrik_rest, "~> 0.1.0-rc.1"}
  ]
end
Usage
{:ok, analytics} =
  WardrikRest.API.load(
    {WardrikRest.Discovery,
     url: "https://analyticsdata.googleapis.com/$discovery/rest?version=v1beta"},
    name: "ga4",
    base_url: "https://analyticsdata.googleapis.com/",
    auth: %{"oauth2" => {:credential, "google"}},
    only: ["properties_runReport", "properties_getMetadata"],
    read_only: ["properties_runReport"]
  )

WardrikCore.start_agent(
  agent_id: "agt_marketing",
  model: "anthropic:claude-haiku-4-5",
  capabilities: [{WardrikRest, apis: [analytics]}],
  credentials: {MyApp.Credentials, []}
)
The agent gets ga4__properties_runReport and ga4__properties_getMetadata.
	Load an API once, as your app starts or adds it.
	only keeps tool definitions small. Each one goes into every model call.
	GETs and the operations in read_only are read-only. The rest ask a person unless the policy
allows them.

Credentials
auth maps each scheme the description names to a source:
	{:credential, name} - a person's token from WardrikCore.Credentials. Until they sign in, the
call waits for them. A refused token is refreshed once.
	{:key, name} - a key from WardrikCore.Keys, such as one an org pasted.

headers adds headers the description doesn't name, such as a developer token. schemes adds
schemes it doesn't name, such as %{"token" => :bearer} for an API that documents its sign-in
elsewhere. Secrets go only
to base_url, and never into arguments, answers or errors.
Formats
A source is a reader and what it reads, as {WardrikRest.Discovery, url: url}.
	OpenAPI 3.0 and 3.1, in JSON or YAML: WardrikRest.OpenAPI, from a url, a path or a decoded
document. JSON and form-encoded bodies are sent; file uploads and HTTP basic aren't yet.
	Google Discovery documents: WardrikRest.Discovery, from a url or a decoded document.
	Other formats: a module with the WardrikRest.Reader behaviour, whose read/1 returns a
WardrikRest.Spec. Its schemas refer to the spec's types by name, and tools are fitted from
them.

Related
	wardrik_core - the
Credentials and Keys seams.
	wardrik - MCP servers and
OAuth sign-in.

License
Apache-2.0


  

    Changelog

0.1.0-rc.1 (2026-11-13)
	One tool per operation of an HTTP API, from its description.
	Reads OpenAPI 3.0 and 3.1, in JSON or YAML, as {WardrikRest.OpenAPI, url: url}, path: or
document:, with JSON and form-encoded bodies. Reads Google Discovery documents as
{WardrikRest.Discovery, url: url} or document:. Other formats are a module with the
WardrikRest.Reader behaviour.
	Credentials from WardrikCore.Credentials (a person's sign-in) or WardrikCore.Keys, sent only
to the configured base URL. A refused token is refreshed once; a missing sign-in waits for it.
	only, read_only and idempotent by name or glob. A glob leaves out operations whose tool
names would be over 64 characters.
	schemes: schemes a description doesn't name, sent on every operation before its own.
	Answers over max_result_bytes (128 KB unless set) are cut, with a note to ask for less.
	WardrikRest.API.schema/0, to check options before loading.
	A tool's schema is fitted into max_schema_bytes (16 KB unless set): types deeper than fit are
named instead, by type or by their path from the tool, and <api>__describe gives their
fields. Where even that is too long, arguments keep their descriptions' first sentence. Specs keep their schemas as named
types; Google's long type names are shortened, and its UNSPECIFIED and UNKNOWN enum
values left out.
	argument_headers: headers each tool takes as optional arguments, such as Google Ads'
login-customer-id.



  

    
WardrikRest 
    



      
Tools for agents from an HTTP API's description: one tool per operation, with the API's own
sign-in and keys.
{:ok, analytics} =
  WardrikRest.API.load(
    {WardrikRest.Discovery,
     url: "https://analyticsdata.googleapis.com/$discovery/rest?version=v1beta"},
    name: "ga4",
    base_url: "https://analyticsdata.googleapis.com/",
    auth: %{"oauth2" => {:credential, "google"}},
    only: ["properties_runReport", "properties_getMetadata"],
    read_only: ["properties_runReport"]
  )

WardrikCore.start_agent(
  agent_id: "agt_marketing",
  model: "anthropic:claude-haiku-4-5",
  capabilities: [{WardrikRest, apis: [analytics]}],
  credentials: {MyApp.Credentials, []}
)
	Each tool is named <api>__<operation>, as ga4__properties_runReport, and takes the
operation's path, query and body arguments.
	GETs and the operations given as :read_only are read-only; the rest need a person's
approval unless the policy allows them.
	Answers are labelled "outside" unless the API is :trusted.
	A tool whose schema is over the API's :max_schema_bytes names its deeper types instead
of listing their fields, and <api>__describe gives them.

Descriptions are read by a WardrikRest.Reader. See WardrikRest.Discovery and
WardrikRest.API.

      


      
        Summary


  
    Functions
  


    
      
        tool(api, operation)

      


        Returns the tool for operation of api.
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          @spec tool(WardrikRest.API.t(), WardrikRest.Operation.t()) :: WardrikCore.Tool.t()


      


Returns the tool for operation of api.

  


        

      


  

    
WardrikRest.API 
    



      
An API loaded for agents: the operations offered from its description, where it's reached, and
where each credential comes from.
{:ok, analytics} =
  WardrikRest.API.load(discovery,
    name: "ga4",
    base_url: "https://analyticsdata.googleapis.com/",
    auth: %{"oauth2" => {:credential, "google"}},
    only: ["properties_runReport", "properties_getMetadata"],
    read_only: ["properties_run*"]
  )
Load it once, as your app starts or adds the API, and give it to agents as
{WardrikRest, apis: [analytics]}.
Where secrets come from
A source is one of:
	{:credential, name} - the token of whoever the turn acts for, from the agent's
WardrikCore.Credentials. Until they sign in, the call waits for them.
	{:key, name} - a key from the agent's WardrikCore.Keys, such as the org's own.
	A string, for a header only, sent as it is.

Secrets go only to :base_url, never into arguments, answers or errors.
Options
	:name (String.t/0) - Required. The prefix of the tools' names, as "ga4" for ga4__properties_runReport.

	:base_url (String.t/0) - Required. Where the API is reached, as "https://analyticsdata.googleapis.com/". Never read from the description.

	:auth (map of String.t/0 keys and term/0 values) - The source of each scheme the description names, as %{"oauth2" => {:credential, "google"}}. The default value is %{}.

	:schemes (map of String.t/0 keys and term/0 values) - Schemes the description doesn't name, each sent on every operation before its own, as %{"token" => :bearer}, {:header, name} or {:query, name}. :auth gives each a source. The default value is %{}.

	:headers (map of String.t/0 keys and term/0 values) - Headers every call sends that the description doesn't name, each a source, as %{"developer-token" => {:key, "ADS_TOKEN"}}. The default value is %{}.

	:argument_headers (map of String.t/0 keys and String.t/0 values) - Headers each tool takes as optional arguments, by name with what they're for, as %{"login-customer-id" => "The manager account's ID"}. The default value is %{}.

	:only (list of String.t/0) - The operations to offer, by name or glob, as ["properties_run*"]. Every operation it can sign in to unless set. The default value is ["*"].

	:read_only (list of String.t/0) - Operations that change nothing beyond GETs, by name or glob. Many APIs read with POST. The default value is [].

	:idempotent (list of String.t/0) - Operations safe to repeat beyond GET, PUT and DELETE, by name or glob. The default value is [].

	:trusted (boolean/0) - true stops labelling answers "outside". The default value is false.

	:timeout (pos_integer/0) - How long a call may take, in milliseconds. The default value is 30000.

	:max_result_bytes (pos_integer/0) - Bytes of an answer the model gets, as JSON. A longer one is cut, with a note to ask for less. The default value is 131072.

	:max_schema_bytes (pos_integer/0) - Bytes of each tool's schema, as JSON, where it can be. Types deeper than fit are named instead, and the <name>__describe tool gives their fields. The default value is 16384.

	:egress (function of arity 1) - Checks :base_url, returning :ok or {:error, reason}. Only https unless set; Wardrik's is Wardrik.Egress.public/1. The default value is &WardrikRest.API.https/1.

	:req_options (keyword/0) - Merged into every request. The default value is [].
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        annotations(api, operation)

      


        Returns the annotations of operation's tool: whether it's read-only and idempotent.



    


    
      
        describe(name)

      


        Returns the name of the tool that describes api's types, as ads__describe.



    


    
      
        https(url)

      


        Returns :ok for an https URL with a host. The default :egress.



    


    
      
        load(source, opts)

      


        Reads source, a WardrikRest.Reader and its options, and keeps the operations opts offer.



    


    
      
        schema()

      


        Returns the options load/2 takes, to check them before loading.



    


    
      
        security(api, operation)

      


        Returns the schemes of the first of operation's alternatives the API has sources for, or
:error.



    


    
      
        tool_name(prefix, operation)

      


        Returns the name of operation's tool, as ga4__properties_runReport.
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          @type source() :: {:credential, String.t()} | {:key, String.t()}
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          @type t() :: %WardrikRest.API{
  auth: %{required(String.t()) => source()},
  base_url: String.t(),
  described: [String.t()],
  headers: %{required(String.t()) => source() | String.t()},
  idempotent: [String.t()],
  max_result_bytes: pos_integer(),
  name: String.t(),
  operations: [WardrikRest.Operation.t()],
  read_only: [String.t()],
  req_options: keyword(),
  schemas: %{required(String.t()) => map()},
  schemes: %{required(String.t()) => WardrikRest.Spec.place()},
  timeout: pos_integer(),
  trusted: boolean(),
  types: WardrikRest.Schema.types()
}
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          @spec annotations(t(), WardrikRest.Operation.t()) :: keyword()


      


Returns the annotations of operation's tool: whether it's read-only and idempotent.
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          @spec describe(t() | String.t()) :: String.t()


      


Returns the name of the tool that describes api's types, as ads__describe.

  



  
    
      
    
    
      https(url)



    

  


  

      

          @spec https(String.t()) :: :ok | {:error, String.t()}


      


Returns :ok for an https URL with a host. The default :egress.
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          @spec load(WardrikRest.Reader.t(), keyword()) :: {:ok, t()} | {:error, String.t()}


      


Reads source, a WardrikRest.Reader and its options, and keeps the operations opts offer.
Returns {:error, reason} if the description can't be read, :base_url fails :egress,
:auth names a scheme neither the description nor :schemes has, or :only names an
operation it doesn't have, can't sign in to, or whose tool name would be over 64 characters. An
operation only a glob offers is left out where its tool name would be over 64 characters.
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          @spec schema() :: NimbleOptions.t()


      


Returns the options load/2 takes, to check them before loading.

  



  
    
      
    
    
      security(api, operation)



    

  


  

      

          @spec security(t(), WardrikRest.Operation.t()) :: {:ok, [String.t()]} | :error


      


Returns the schemes of the first of operation's alternatives the API has sources for, or
:error.

  



  
    
      
    
    
      tool_name(prefix, operation)



    

  


  

      

          @spec tool_name(String.t(), WardrikRest.Operation.t()) :: String.t()


      


Returns the name of operation's tool, as ga4__properties_runReport.

  


        

      


  

    
WardrikRest.Call 
    



      
Makes one call to an operation for an agent.
	The credentials of the operation's first scheme alternative the API has sources for go in
as its description says, with the API's :headers and the header arguments given.
	A 401 tells the agent's WardrikCore.Credentials the token was refused, then the call is
made once more with a fresh one.
	A 429, a 5xx or no answer raises WardrikRest.Unavailable, so the tool runner retries.
	Any other status is an error naming it, with the API's message.
	An answer longer than the API's :max_result_bytes is cut, as JSON text.
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        t()

      


        One call: the operation of an API, its arguments, and the turn it's made in.



    





  
    Functions
  


    
      
        run(api, operation, args, context)

      


        Calls operation of api with the tool's args, as whoever context acts for.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikRest.Call{
  api: WardrikRest.API.t(),
  args: %{required(String.t()) => term()},
  context: WardrikCore.Context.t(),
  operation: WardrikRest.Operation.t()
}


      


One call: the operation of an API, its arguments, and the turn it's made in.
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      run(api, operation, args, context)



    

  


  

      

          @spec run(
  WardrikRest.API.t(),
  WardrikRest.Operation.t(),
  map(),
  WardrikCore.Context.t()
) ::
  {:ok, term()} | {:error, String.t()} | {:park, WardrikCore.Authorization.t()}


      


Calls operation of api with the tool's args, as whoever context acts for.

  


        

      


  

    
WardrikRest.Discovery 
    



      
Reads Google Discovery documents, the format Google describes its APIs in.
{:ok, analytics} =
  WardrikRest.API.load(
    {WardrikRest.Discovery,
     url: "https://analyticsdata.googleapis.com/$discovery/rest?version=v1beta"},
    name: "ga4",
    base_url: "https://analyticsdata.googleapis.com/"
  )
Options
	:url - where the document is. :req_options are merged into its request.
	:document - the document itself, decoded, as from a file.

Each method becomes an operation named by its resources, as properties_runReport. Its body's
fields become arguments beside its path and query parameters; a body field named like a
parameter is left out. A method with scopes signs in with "oauth2", or takes the API key as
"key" where the document has one. Its schemas become the spec's types; see
WardrikRest.Discovery.Schema.

      




  

    
WardrikRest.Discovery.Schema 
    



      
Turns Discovery schemas into JSON Schema types for WardrikRest.Spec.
A reference to another schema stays a reference, as %{"$ref" => "Campaign"}, by the schema's
short name: a prefix ending in __, as Google Ads' GoogleAdsGoogleadsV24Resources__, is
dropped where the rest is still unique. Fields the API only returns are left out, and so are
the UNSPECIFIED and UNKNOWN values Google gives its enums, which no request may send.
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        fields(map, schemas, names)

      


        Returns the fields of the request body request refers to, each with its JSON Schema, leaving
out fields the API only returns. names are the schemas' short names.



    


    
      
        names(schemas)

      


        Returns the short name of each schema of schemas, by its name in the document.



    


    
      
        parameter(param)

      


        Returns the JSON Schema of a method's parameter, with its description.



    


    
      
        types(schemas)

      


        Returns every schema of schemas as a JSON Schema type, by its short name.
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      fields(map, schemas, names)



    

  


  

      

          @spec fields(map(), map(), map()) :: [{String.t(), map()}]


      


Returns the fields of the request body request refers to, each with its JSON Schema, leaving
out fields the API only returns. names are the schemas' short names.

  



  
    
      
    
    
      names(schemas)



    

  


  

      

          @spec names(map()) :: %{required(String.t()) => String.t()}


      


Returns the short name of each schema of schemas, by its name in the document.

  



  
    
      
    
    
      parameter(param)



    

  


  

      

          @spec parameter(map()) :: map()


      


Returns the JSON Schema of a method's parameter, with its description.

  



  
    
      
    
    
      types(schemas)



    

  


  

      

          @spec types(map()) :: %{required(String.t()) => map()}


      


Returns every schema of schemas as a JSON Schema type, by its short name.

  


        

      


  

    
WardrikRest.OpenAPI 
    



      
Reads OpenAPI 3.0 and 3.1 documents, in JSON or YAML.
{:ok, suggestions} =
  WardrikRest.API.load(
    {WardrikRest.OpenAPI, path: "priv/apis/catalog-suggestion.openapi.yaml"},
    name: "meta_catalog",
    base_url: "https://ads-api.facebook.com/v27.0/marketing-api",
    auth: %{"OAuthToken__Authorization" => {:credential, "meta"}}
  )
Options
	:url - where the document is. :req_options are merged into its request.
	:path - a file holding it.
	:document - the document itself, decoded.

How it reads
	Each operation is named by its operationId, any character but a letter, a digit or _
made _, or by its method and path where it has none.
	Its path, query and header parameters become arguments; cookie parameters are left out.
	A JSON body's fields become arguments beside them, and a field named like a parameter is
left out. A body that isn't an object of fields is one argument, body. An
application/x-www-form-urlencoded body is sent form-encoded. An operation whose body is
only some other type, as a file upload, is left out.
	Its security, or the document's, gives its schemes: http bearer, oauth2 and
openIdConnect as a bearer token, and apiKey in a header or the query, each by its name
in components/securitySchemes. An alternative needing any other scheme, as HTTP basic,
is left out, and an operation with none left can't be offered.
	components/schemas become the spec's types. See WardrikRest.OpenAPI.Schema.
	Its servers are never read: the API's :base_url says where it's reached, with any path
a server has, as /v1.


      




  

    
WardrikRest.OpenAPI.Schema 
    



      
Turns OpenAPI 3.0 and 3.1 schemas into JSON Schema for WardrikRest.Spec.
	A reference to #/components/schemas/NAME stays a reference, as %{"$ref" => "NAME"}.
Other references within the document are followed; references to other files are left as
any value.
	Fields the API only returns (readOnly) are left out, with them in required.
	Kept: type, enum, const, pattern, description, properties, required, items,
additionalProperties, oneOf, anyOf and allOf. nullable and a "null" type are
dropped, as a tool's arguments may leave a field out.
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        json(schema, document)

      


        Returns schema, from document, as JSON Schema.



    


    
      
        resolve(node, document)

      


        Follows node's reference within document, to a parameter, a request body or any other
object. Returns node itself when it isn't a reference, and %{} when it can't be followed.



    


    
      
        types(document)

      


        Returns the document's components/schemas as types, by name.
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          @spec json(map() | boolean(), map()) :: map()


      


Returns schema, from document, as JSON Schema.
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          @spec resolve(map(), map()) :: map()


      


Follows node's reference within document, to a parameter, a request body or any other
object. Returns node itself when it isn't a reference, and %{} when it can't be followed.

  



  
    
      
    
    
      types(document)



    

  


  

      

          @spec types(map()) :: %{required(String.t()) => map()}


      


Returns the document's components/schemas as types, by name.

  


        

      


  

    
WardrikRest.Operation 
    



      
One operation of an API, which becomes one tool.
	:name - unique within the API, as "properties_runReport".
	:path - relative to the API's base URL, with {name} and {+name} templates.
	:security - alternatives, each the schemes that apply together. [[]] needs none.
	:encoding - how its body is sent: :json, or :form as application/x-www-form-urlencoded,
nested as card[number]=4242.
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      method()



    

  


  

      

          @type method() :: :get | :post | :put | :patch | :delete


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikRest.Operation{
  description: String.t(),
  encoding: :json | :form,
  method: method(),
  name: String.t(),
  parameters: [WardrikRest.Parameter.t()],
  path: String.t(),
  security: [[String.t()]]
}


      



  


        

      


  

    
WardrikRest.Parameter 
    



      
One argument of an operation: part of its path, its query, a field of its body, the whole
body, or a header.
	in: :body - one field of an object body, with the operation's other :body fields.
	in: :payload - the whole body, for a body that isn't an object of fields.

:schema is a JSON Schema, which may refer to the spec's types. A path parameter with
reserved: true keeps its /s, as properties/123.
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          @type t() :: %WardrikRest.Parameter{
  in: :path | :query | :body | :payload | :header,
  name: String.t(),
  required: boolean(),
  reserved: boolean(),
  schema: map()
}


      



  


        

      


  

    
WardrikRest.Reader behaviour
    



      
Reads an API's description into a WardrikRest.Spec.
A source is {module, opts}: a module with this behaviour, and what it reads.
WardrikRest.Discovery reads Google Discovery documents. Write one for another format to load
its APIs the same way:
defmodule MyApp.Described do
  @behaviour WardrikRest.Reader

  @impl true
  def read(opts), do: {:ok, %WardrikRest.Spec{...}}
end

WardrikRest.API.load({MyApp.Described, path: "priv/api.json"}, name: "my_api", ...)
The spec's schemas are JSON Schema, and refer to its types as %{"$ref" => name}; each tool's
schema is fitted from them. See WardrikRest.Spec.
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        t()

      


        A reader and its options.



    





  
    Callbacks
  


    
      
        read(opts)

      


        Returns the spec, or why the description can't be read.



    





  
    Functions
  


    
      
        read(arg)

      


        Reads source with its reader.
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          @type t() :: {module(), keyword()}


      


A reader and its options.
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      read(opts)



    

  


  

      

          @callback read(opts :: keyword()) :: {:ok, WardrikRest.Spec.t()} | {:error, String.t()}


      


Returns the spec, or why the description can't be read.

  


        

      

      
        Functions


        


  
    
      
    
    
      read(arg)



    

  


  

      

          @spec read(t()) :: {:ok, WardrikRest.Spec.t()} | {:error, String.t()}


      


Reads source with its reader.

  


        

      


  

    
WardrikRest.Schema 
    



      
Fits an operation's arguments into a size budget, as the JSON Schema of its tool.
Objects are listed as deep as the budget allows, the same depth for every argument, whether
they're the spec's types or written in place. An object past that depth is left as an object
that names it: a type by its name, and one written in place by its path from the tool or the
type it's in. One inside itself is "A FilterExpression, as above.".
%{"type" => "object", "description" => "A Campaign; ads__describe gives its fields."}

%{"type" => "object",
  "description" => ~s(An object; stripe__describe gives its fields as "stripe__PostCharges/shipping".)}
Only arguments keep their descriptions; describe/4 gives an object's.
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    Types
  


    
      
        types()

      


        JSON Schemas by name, which may refer to each other as %{"$ref" => name}.



    





  
    Functions
  


    
      
        describe(types, tools, name, describe)

      


        Returns the object name names, with its fields' descriptions, and the objects inside it as
named objects. name is a type of types, or a path from one or from a tool of tools, the
JSON Schema of each tool's arguments by its name. describe names the tool that describes them.



    


    
      
        fit(parameters, types, budget, arg)

      


        Returns the JSON Schema of each of parameters, by name, within budget bytes of JSON where it
can be, and the names of the objects it left out. tool is the tool's name, which paths start
from, and describe names the tool that describes them.
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          @type types() :: %{required(String.t()) => map()}


      


JSON Schemas by name, which may refer to each other as %{"$ref" => name}.

  


        

      

      
        Functions


        


  
    
      
    
    
      describe(types, tools, name, describe)



    

  


  

      

          @spec describe(types(), %{required(String.t()) => map()}, String.t(), String.t()) ::
  {:ok, map()} | :error


      


Returns the object name names, with its fields' descriptions, and the objects inside it as
named objects. name is a type of types, or a path from one or from a tool of tools, the
JSON Schema of each tool's arguments by its name. describe names the tool that describes them.

  



  
    
      
    
    
      fit(parameters, types, budget, arg)



    

  


  

      

          @spec fit(
  [WardrikRest.Parameter.t()],
  types(),
  pos_integer(),
  {String.t(), String.t()}
) ::
  {%{required(String.t()) => map()}, [String.t()]}


      


Returns the JSON Schema of each of parameters, by name, within budget bytes of JSON where it
can be, and the names of the objects it left out. tool is the tool's name, which paths start
from, and describe names the tool that describes them.

  


        

      


  

    
WardrikRest.Spec 
    



      
What a WardrikRest.Reader reads from an API's description: its operations and the ways it
takes credentials.
	:schemes - each scheme by its name in the description, as %{"oauth2" => :bearer}.
	:operations - every operation, as WardrikRest.Operations.
	:types - JSON Schemas by name. Any schema in the spec may refer to one as
%{"$ref" => "Campaign"}, and a type's fields may have descriptions.


      


      
        Summary


  
    Types
  


    
      
        place()

      


        Where a scheme puts its secret: :bearer for Authorization: Bearer ..., or a named header or
query parameter.



    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      place()



    

  


  

      

          @type place() :: :bearer | {:header, String.t()} | {:query, String.t()}


      


Where a scheme puts its secret: :bearer for Authorization: Bearer ..., or a named header or
query parameter.

  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikRest.Spec{
  operations: [WardrikRest.Operation.t()],
  schemes: %{required(String.t()) => place()},
  title: String.t(),
  types: %{required(String.t()) => map()}
}


      



  


        

      


  

    
WardrikRest.Unavailable exception
    



      
Raised when a call fails in a way that a retry may fix.
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